FROM LORD COKE TO INTERNET PRIVACY: THE PAST,
PRESENT, AND FUTURE OF THE LAW OF ELECTRONIC
CONTRACTING
JULIET M. MORINGIELLO*
WILLIAM L. REYNOLDS**

I. INTRODUCTION
Contract law is applied countless times every day, in every manner of transaction large or
small. Rarely are those transactions reflected in an agreement produced by a lawyer; quite the
contrary, almost all contracts are concluded by persons with no legal training and often by
persons who do not have a great deal of education. In recent years, moreover, technological
advances have provided novel methods of creating contracts. Those facts present practitioners of
contract law with an interesting conundrum: The law must be sensible and stable if parties are to
have confidence in the security of their arrangements; but contract law also must be able to
handle changing social and economic circumstances, changes that occur at an ever-increasing
speed. Contract law, originally designed to handle agreements reached by persons familiar with
one another, evolved over time to solve the problems posed by contract formation that was done
at a distance—that is, contract law had developed to handle first paper, then telegraphic, and
finally telephonic communications. It has handled those changes very well.
In its present form, contract law can be traced back to the middle of the nineteenth
century. At that time the new worlds of the telegraph and the railroad led to the adoption of such
novel doctrines as the law of consequential damages1 and the law of third party beneficiaries.2 It
took a while to flesh out those and other new doctrines, but it is safe to say that between, say,
1932, when contract law was codified in the First Restatement,3 and 2000, contract law changed
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little.4 In other words, a student who could pass a Contracts exam in 1932 could also pass the
exam in 2000. The reasons for this quiescence in doctrine are easy to see in retrospect. Because
there was no disruptive technology in the period from 1932-2000, the law did not have to
respond to technological changes.5
In the 1990s, however, things began to change. The rise in computer use by individuals
coupled with the advent of the World Wide Web gave rise to two parallel developments, both of
which challenged the law of contract formation. Increased computer use created a demand for
software programs designed for the consumer market, and those programs were commonly
transferred to users by way of standard-form licenses that were packaged with the software and
thus unavailable before the consumer paid for the software.6 Also, parties in large numbers began
to use electronic means—the computer—to enter into bargained-for relationships.7 The turn of
the millennium brought two electronic contracting statutes, the Electronic Signatures in Global
and National Commerce Act (“E-Sign”)8 and the Uniform Electronic Transactions Act
(“UETA”),9 which removed any doubts that contracts entered into electronically could satisfy the
Statute of Frauds. Encouraged by the certainty given by those statutes, internet businesses
started offering contract terms on their websites, asking customers to consent to terms by
clicking an icon, or by not seeking express assent at all by presenting terms of use by hyperlink.
These new methods of contracting have spawned a rich body of case law and academic
commentary. The 1990s brought numerous cases in which consumers who bought packaged
software challenged the terms that came in the boxes containing the software. That led to
celebrated decisions involving the terms of so-called “shrinkwrap” agreements.10 At the same
time, individuals tried to sue entities with which they had transacted electronically, only to find
that their actions were barred by choice of forum and arbitration clauses found in online terms of
4
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service.11 At first, these parallel developments led some to conflate the issues involved in
shrinkwrap contracting and electronic contracting, giving rise to a belief that new rules were
needed to deal with electronic contracting problems. That belief gained a good deal of traction
in academia and even among a few judges. Briefly, it appeared that a new law might be created
for electronic contracts. Soon, however, the courts recognized that the legal problems posed by
the new technology were no different than those that had been presented in the preceding century
and, therefore, the judges rejected efforts to change the basic law of contracts.12
In this article, we discuss the development of that case law and try to predict what the
future will bring in the area of electronic contracting. We believe that from a legal standpoint
electronic contracting is no different from face-to-face contracting. That said, as a Wall Street
Journal writer recently observed, it is possible that we “make more legal agreements in a year
than our grandparents made in a lifetime.”13 Our grandparents made contracts, but often they
were simple and unwritten. For example, someone who buys a book at Barnes and Noble enters
into a contract, but it is a very simple deal for a specified book at a set price; it certainly is not
anything like the 2,000 word Terms of Use that Amazon deploys in an attempt to bind someone
using its website.
The ease of presenting terms comprised of thousands of words by an internet hyperlink
makes it easy for a vendor in its terms of use and terms of service to ask us to give up privacy
rights14 and intellectual property rights.15 Modern communications technologies therefore make
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it easier for parties to engage in risky transactions.16 Nevertheless, we believe that, with few
exceptions, the common law of contracts is sufficiently malleable to address the problems arising
out of that behavior and where it is not, regulation of contract terms is appropriate. This Article
examines those developments. In Part II, we analyze the developments in electronic contracting
up to the present, and the reaction of judges and academics. It pays particular attention to efforts
to transform the common law of contracts in electronic situations. Part III examines the current
state of the law, and reveals how courts have responded to claims of exceptionalism for
electronic contracts. In Part IV, we look at current problems in the field, including arbitration,
privacy, and the Computer Fraud and Abuse Act. Finally, Part V reflects on the developments
discussed earlier; in particular, it looks at why some reform efforts have failed and some have
succeeded; whether electronic contracts should be treated differently from other contracts; why
academics have pushed for unsuccessful reforms; and the amazing resilience of standard contract
law in the face of extraordinary technological change.

II. THE PAST
The efforts to change the common law of Contracts to accommodate the new world of
technology centered on two areas: formalities and formation. In the first, change was effected by
statutes swiftly promulgated and adopted. In the second, contract formation, change was sought,
unsuccessfully, through comprehensive reform involving both statutory and common law
changes. These efforts were interesting in part because they singled out a separate area—
contracts for information, many of which are formed electronically —as needing a law different
from the law that applied to all other agreements. That effort flew in the face of a long-standing
refusal by courts and most commentators to treat some contracting areas or parties differently
from others. In the end, the common law of contracts won out, and formation issues in the digital
world are handled by long-familiar lines of analysis.
Formalities Although traditional contract law was based on the assumption that parties
negotiate and sign paper contracts in face-to-face transactions, or after the exchange of offer and
acceptance through the regular mail, the law has long recognized less traditional forms of
contracting. The Uniform Commercial Code, in its battle of the forms section, bestows contract
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status on an exchange of conflicting boilerplate forms.17 Courts developed the reasonable
communicativeness test to hold that standard form terms are binding so long as the offeree has
reasonable notice of those terms.18 And the law has recognized that there does not have to be a
“magic moment” when the contract springs into existence; it is enough that the parties’ conduct
establishes the existence of a contract.19 Even when the law has required that a contract have a
“signature” to satisfy the Statute of Frauds, it has long been the case that marks such as a
letterhead could suffice as a signature.20
Nevertheless, there was a sense at the very end of the Twentieth Century that something
more was needed to ensure that contracts could be entered into in the electronic environment.
Despite the fact that courts had held that contracts other than those written on paper and signed
in ink could be enforced, numerous statutes requiring writings and signatures were thought to
impose barriers to electronic commerce.21 Several states responded by enacting digital signature
statutes, which required the use of specific technologies and encryption standards to create a
binding signature. Because the marketplace did not embrace the standards mandated by those
statutes, the statutes were viewed as failures.22
The end of the 20th Century saw the adoption of two electronic transactions statutes. The
Uniform Electronic Transactions Act (“UETA”) promulgated by the National Conference of
Commissioners on Uniform State Laws (“NCCUSL”) in 1999 and in effect in 47 states and the
District of Columbia, and the Electronic Signatures in Global and National Commerce Act (“ESign”), passed by Congress and signed into law by President Clinton in 2000 were both designed
to eliminate barriers to electronic commerce.23 These statutes are not identical twins, but ESign’s reverse preemption rule requires E-Sign to yield to state law if the state in question has
adopted UETA in the form promulgated by NCCUSL.24 Congress enacted E-Sign at the behest
17

U.C.C. § 2-207.
See, e.g. Wallis v. Princess Cruises, Inc. 306 F. 3d 827, 826 (9th Cir. 2002); Effron v. Sun Line
Cruises, Inc., 67 F. 3d 7, 9 (2nd Cir. 1995); Shankles v. Costa Armitori, S.P.A., 722 F. 2d 861,
864 (1st Cir. 1983); Silvestri v. Italia Società per Azione di Navigazione, 388 F.2d 11, 17 (2nd
Cir. 1968).
19
U.C.C. §2-204.
20
See, e.g., Owen v. Kroger Co., 936 F. Supp. 579 (S.D. Ind. 1996) (holding that preprinted
wording on a memo form could constitute a signature for statute of frauds purposes); Durham v.
Harbin, 530 So. 2d 208, 210 (Ala. 1988) (recognizing that in the appropriate circumstances,
letterhead could suffice as a signature).
21
See Patricia Brumfield Fry, Introduction to the Uniform Electronic Transactions Act:
Principles, Policies and Provisions, 37 IDAHO L. REV. 237, 241-243 (2001).
22
Jane Kaufman Winn, The Emperor’s New Clothes: The Shocking Truth About Digital
Signatures and Electronic Commerce, 37 IDAHO L. REV. 353, 379 (2001); Robert A. Wittie &
Jane K. Winn, Electronic Signatures Under the Federal E-Sign Act and UETA, 56 BUS. LAW.
293, 294-296 (2000).
23
Prefatory Note to the Uniform Electronic Transactions Act (1999), 7A U.L.A. 211.
24
15 U.S.C. § 7002 (a).
18

5

of financial institutions and high-tech companies, who were afraid that the failure of states to
rapidly enact UETA in a uniform manner would stymie their businesses.25
The primary impact of these statutes is in their pronouncement that a contract cannot be
denied enforcement solely because it is in electronic form or signed electronically. The laws take
a broad view of the concept of electronic signing by providing a technology-neutral definition of
signature.26 Importantly, these two statutes are not general contracting statutes. Questions of
formation, therefore, are untouched by UETA and E-Sign and left to the common law of
contracts.
Formation. Courts had little trouble resolving formation issues in the very early
electronic contracting cases. Confusion arose about a dozen years ago when academics
developed a formation typology based on an artificial dichotomy between what became known
as “clickwrap” and “browsewrap;”27 some courts followed that typology. In more recent years,
however, judges have rejected that false dichotomy and returned to the traditional formation test
of reasonable communicativeness. This section tells the story of the rise and fall of the
“wraps”—both click and browse.
Contract law developed in a world of face-to-face exchanges among persons who knew
one another, at least by reputation. It evolved over the centuries to deal with the impersonal
world of mass market transactions. Mass market contracting has long been carried out using
standard paper forms leaving little or no room for negotiation; these agreements are often called
contracts of adhesion. Some mass market contracts (for automobiles, for instance) require
signatures, others (travel tickets) do not, but all share a boilerplate format, presented in a manner
that discourages reading. Mass market paper contract forms, in other words, have much in
common with forms presented electronically. One would imagine, therefore, that the two would
be treated in similar fashion. Initially, it looked like that would be the case.
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The first courts to hold that terms of service28 to which a buyer was required to agree by
clicking an “I agree” button never used the word “clickwrap.” The plaintiff in Groff v. America
Online29was an experienced lawyer who argued that he should not have been bound by AOL’s
forum selection clause in its service agreement because he never saw, read, nor agreed to be
bound by it. The court, noting that the plaintiff could not have obtained AOL’s services without
either clicking an “I agree” button next to a hyperlink that said “Read now” or clicking an “I
agree” button at the end of the terms, stressed the duty to read. By clicking “I agree,” the plaintiff
had effectively signed the terms of service, and “a party who signs an instrument manifests his
assent to it and cannot later complain that he did not read the instrument or did not understand its
contents.”30
Similarly, the court in Caspi v. Microsoft,31 another case challenging a forum selection
clause, focused on the buyer’s opportunity to review the offered terms rather than any special
characteristics of “clickwrap” contracts. Like the court in Groff, the court in Caspi never used the
term “clickwrap.” Rather, the court looked for evidence that the plaintiff had ample opportunity
to read the presented terms, and found that the challenged clause was not presented any less
conspicuously than any other clause.32 Because the court found that the plaintiff had the
opportunity to read the terms and refused to find a significant difference between terms presented
on paper and terms presented electronically, the plaintiff was bound by the forum selection
clause.33
Academics were not content with this state of affairs, however. They developed a typology based
on clickwrap and browsewrap in order to analyze formation problems in electronic transactions.
They did so in part because of their opposition to the Uniform Computer Information
Transactions Act (“UCITA”),34 a widely reviled project that spent part of its gestation period as
the proposed Article 2B to the Uniform Commercial Code. UCITA was designed as a
comprehensive contracts code for computer information transactions, and its proponents
believed that such a law was necessary to deal with the “widely diverse and rich array of
methods for distributing and tailoring digital information to the modern marketplace.”35Among
these new methods were shrinkwrap and clickwrap.
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At first, there were some signs that such a regime would be put in place. Although there
was little caselaw on point, academics and some courts tried to establish the outlines of that new
order. That effort was especially notable in the area of offer and acceptance where terms like
“browsewrap” and “clickwrap” became quite common in discussions about electronic
contracting.
Commentators originally used the words “clickwrap” and “browsewrap” to refer to “pay
now, terms later” presentations of contract terms. Such a presentation offends the tenets of
contract law – surely an offeree cannot accept terms of which she has no notice at the time of
“acceptance.” The etymology of both browsewrap and clickwrap can be traced to shrinkwrap, a
term used to refer to the license terms that could be found in a box of packaged software.
Scholars found a lot to dislike about shrinkwrap – not only did such a presentation fly in the face
of traditional contract formation doctrine, the content of the shrinkwrap terms wreaked havoc on
the balance struck by the federal intellectual property statutes.36
By 1999, the term “clickwrap” was common in academic parlance, particularly in articles
discussing the UCC Article 2B (later UCITA) project.37 The critics of Article 2B were concerned
about a provision in the act that specifically permitted formation of a contract by shrinkwrap or
clickwrap. Mark Lemley warned that Article 2B would “redefine what constitutes a contract,
abandoning the focus on offer and acceptance . . . in favor of a rule that the intellectual property
owner’s standard form terms will be enforced, even if they are contained in a ‘shrinkwrap’ or
‘clickwrap’ license that the buyer cannot see until the transaction has already occurred.”38 He
went on to note that the Article 2B view was, at that time, held by a minority of courts.39 In
addition, there were questions about whether UCITA reflected established industry practices,
questions that doomed its widespread enactment. 40
So where did the term “clickwrap” come from and why did it start to gain significance in
case law? The earliest judicial mention of the term was not in a contract formation opinion, but
36
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in a 1999 jurisdiction opinion. 41 The court in Stomp v. NeatO42explained that “the term
‘clickwrap agreement’ is borrowed from the idea of ‘shrinkwrap agreements’ which are
generally license agreements placed within the cellophane ‘shrinkwrap’ of computer software
boxes that, by their terms, become effective once the ‘shrinkwrap’ is opened.”43
The provenance of the term “clickwrap” is unfortunate for several reasons. First, today’s
clickwrap terms are fundamentally different from the reviled “pure” shrinkwrap terms that
become binding as soon as a purchaser breaks the plastic enclosing the software box. Those
transactions are indeed “pay first, terms later” transactions. In the early days of mass market
software contracting however, shrinkwrap and clickwrap were twin concepts – a buyer would
purchase software in a box that contained paper terms that became binding when the buyer broke
the shrinkwrap, and then when the buyer inserted the disk in her computer, a click to agree
license would appear on the computer screen and the buyer would not be able to use the software
until she clicked her assent.44 In the early world of mass market software licenses, shrinkwrap
and clickwrap were objectionable for the same reason – they were pay first, terms later methods
of contract formation.
The term “clickwrap” as imported into the general world of today’s electronic contracts
may appear, on the surface, to refer to the same type of transaction, but in fact the term refers to
something very different. A transaction in which an offeree is asked to click her agreement either
at the end of the terms or next to a hyperlink leading to the terms is not a pay first, terms later
transaction – the buyer has the opportunity to review the terms before payment. In fact, some
have noted that a person sitting at a computer might have more time to review standard terms
than someone standing at a counter in a crowded store with a long line of impatient customers
behind her.45 Yet, the mere whiff of Article 2B or UCITA is like the smell of rotting garbage to
the opponents of those proposed laws, so anything blessed by the drafters of those statutes must
perforce be suspect, whether it is clickwrap in its traditional meaning of pay first terms later or
clickwrap as applied to terms that are prominently displayed before payment. Therefore, in the
minds of some commentators, clickwrap was something both suspicious and exotic that begged
to be dealt with differently.
In the world of electronic contracts, however, clickwrap is a meaningless term. Click to
agree transactions come in many flavors – sometimes the click is at the end of terms that a reader
must at least scroll through to reach the “I agree” icon, other times the click is next to a hyperlink
41
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that leads to the terms, either in one click or in several. Whether terms are classified as
“clickwrap” or not says little about whether the offeree had notice of them. Yet some courts
gave their stamp of approval to clickwrap terms simply because they were clickwrap terms: you
click, you agree.46 Courts then began to avoid a general approval of clickwrap acceptances,47
asking instead whether the “click” satisfies the test of “reasonable communicativeness.”48
Browsewrap is burdened by a similarly unfortunate history. Early web site terms of use
were typically hidden behind a hyperlink in small print at the bottom of a web page . and
provided that use, or browsing, of the web site constituted acceptance of the terms. Classic
browsewrap is the equivalent of a pay now, terms later transaction Naturally, in order to reach
the terms, usually by a hyperlink from the site’s home page, the web site user was required to
use, or browse, the site. This model persists on many sites today, even when it is likely that the
website owner is indifferent as to whether anyone pays attention to the terms.49
Courts sometimes used the clickwrap/browsewrap distinction to strike down browsewrap
terms categorically. One commonly cited case was the Second Circuit’s opinion in Specht v.
Netscape,50 in which the court held that a software license that did not require a click for assent
was unenforceable. Although some pointed to this case as evidence that courts frowned on
browsewrap, the presentation of terms in Specht was particularly troubling. Not only did the link
46
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to the license terms appear “below the fold” of the computer screen, the button that the consumer
was required to click said “Download Now,” rather than “I agree” or something of similar
import.51
Since Specht, however, the Second Circuit has made clear that it did not intend a blanket
condemnation of browsewrap. The question in Register.com v. Verio, Inc.,52 was whether terms
of use which were only posted after a query had been sent to the website, could be part of the
contract. Although that presentation clearly was not clickwrap, the court still found the user
bound by the terms. That holding rested on the fact that the user was a repeat visitor to the
website and, therefore, at least after the first use, it should have known of the terms.53 In short,
the terms had been reasonably communicated to the user. Other courts have followed
Register.com,54 and it is safe to say today that questions of offer and acceptance will be analyzed
the same whether the transaction is electronic, oral, or on paper.
More recently, courts have rejected the clickwrap/browsewrap inquiry in favor of an
unconscionability-based approach to the enforceability of contract terms presented electronically.
Thus, courts increasingly have used procedural unconscionability to strike down arbitration and
other choice of forum clauses. This is a positive development, because it leads the courts away
from a focus on the meaningless clickwrap/browsewrap distinction and towards a focus on the
actual presentation of the terms. This is consistent with traditional contract law; the
unconscionability doctrine protects consumers, at least theoretically, against one-sided terms to
which they did not subjectively agree.55 Procedural unconscionability alone is generally not
enough to invalidate contract terms; some measure of substantive unconscionability is required
as well. Electronic contracting adds nothing new to the substantive unconscionability analysis –
if terms are overly harsh or one-sided on paper, there is no reason that they should be more so in
the online environment. The procedural unconscionability analysis, however, focuses on the
presentation of terms and asks whether there is any unfair surprise in the presentation.56 Such
unfair surprise is often found when terms are hidden in a document. New technologies may make
it easier to present terms clearly, but they can also make it more difficult for an offeree to find
important terms. Courts that strike down electronic contract terms on unconscionability grounds
recognize this.
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BoardFirst, LLC, 2007 U.S. Dist. LEXIS 96230 (N.D. Tex. Sept. 12, 2007); Hotels.com, L.P. v.
Canales, 195 S.W.3d 147 (Tex. App. 2006)
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Research, Inc., 4887 F. Supp. 2d 593 (E.D. Pa. 2007).
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After the initial flood of “you click, you agree” cases,57 courts seem to be drawing more
nuanced distinctions between online terms. In 2006, we noted that some courts will recognize
that business to consumer electronic contracts should be treated differently from business to
business electronic contracts.58 That should not be news to contracts buffs; these courts recognize
that unconscionability is not a doctrine that lives only in law school casebooks.
It is now clear that the predictions of a new order were wrong. The common law of
contracts proved more than resilient enough to handle the problems of the new era with ease. In
contract formation, for example, the courts quickly discarded efforts to develop new categories
based on where contract terms are placed on the screen. Instead, the courts’ focus is where it
always has been: Did the buyer have a reasonable opportunity to learn of the terms?

III. THE PRESENT
In the past couple of years, aggrieved parties have continued to argue that they are not
bound by electronically presented terms, and courts continue to analyze those terms using a
notice/unconscionability framework rather than a clickwrap/browsewrap framework. One court,
recognizing the artificiality of a clickwrap/browsewrap dichotomy, described hyperlinked terms
combined with an “I agree” icon as “modified clickwrap.”59 In another recent case, the court
acknowledged the irrelevance of the clickwrap/browsewrap distinction and proceeded to “resolve
57

De John v. TV Corp. Int’l, 245 F. Supp. 2d 913, 919 (N.D. Ill. 2002) (holding that contract
was enforceable because plaintiff could have read it by clicking on the hyperlink provided before
clicking his agreement); Forrest v. Verizon Communs., Inc., 805 A. 2d 1007, 1010-1011 (D.C.
Ct. App. 2002) (holding that plaintiff could have read the online terms before accepting them and
adding that “a contract is no less a contract simply because it is entered into via a computer”);
Barnett v. Network Solutions, Inc., 38 S.W. 3d 200, 204 (Ct. App. Tex. 2001) (explaining that
just as a person has a duty to read a paper contract that he is asked to sign, so does a person have
a duty to read an online contract to which he is asked to click his agreement); Caspi v. Microsoft
Network, 732 A. 2d 528, 532 (N.J. App. 1999)(“the plaintiffs . . . were free to scroll through the
various computer screens presenting the terms before clicking their agreement”). Even today,
some courts hold that one who clicks her agreement is bound, without any analysis of the
presentation of the online terms. See Fusha v. Delta Airlines, Case 1:10 – cv – 02571 - RDB,
2011 U.S. Dist. LEXIS 97275 (D. Md. Aug. 30, 2011) (“whether [the plaintiff] read the forum
selection clause or not, it is undisputed that [the plaintiff] clicked the ‘I agree’ button on the
vayama.com website prior to purchasing her tickets and therefore agreed to litigate her claims
against [the defendant] in Santa Clara County, California”).
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Juliet M. Moringiello & William L. Reynolds, Survey of the Law of Cyberspace: Electronic
Contracting Cases 2005-2006, 62 BUS. LAW. 195, 205 (2006) (discussing Aral v. Earthlink, Inc.,
36 Cal. Rptr. 3d 229 (Cal. Ct. App. 2005), in which the court refused to enforce a class action
waiver and arbitration clause on unconscionability grounds). We discuss consumer contracts
infra at notes 133 - 134 and accompanying text.
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Swift v. Zynga Game Network, Inc., 805 F. Supp. 2d 904 (N.D. Cal. 2011).
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the jurisdictional issue in the present case based upon more fundamental grounds: the absence of
reasonable notice to consumers, and the manifestly unfair manner in which defendants’ website
was structured.”60 There are exceptions; some judges continue to simply state that “clickwrap
agreements are enforceable contracts”61 without analyzing whether the terms are presented in
such a way that they are reasonably communicated to the offeree. There is probably little harm in
such an approach, after all, if an individual is asked to click to signify her assent to something,
she is at least on notice to find out what that something is. On the other hand, today’s courts do
not categorically dismiss browsewrap; rather, they stress that in order for a web site user to
assent to terms classified as browsewrap, that user must have actual or constructive notice of the
terms.62
The more interesting recent cases have dealt with the modification of online terms.
Courts have had few opportunities to establish rules for the effective modification of online
agreements, despite the proliferation of online terms that purport to allow the website owner to
modify them at any time without any express consent on the part of the website user. There have
been very few reported cases (and one highly publicized controversy involving Facebook63)
addressing modification. Of course, that does not mean that all businesses are presenting contract
terms that should pass muster in court. This is somewhat surprising, given the wide range of
approaches that companies take to modification. Despite the Ninth Circuit’s holding in Douglas
v. U.S. District Court for the Central District of California that a service provider cannot
unilaterally change online terms without notice,64 well-established online vendors continue to
provide in their terms that they can modify terms without notice and that use of the service after
such a modification will constitute assent to the modified terms.65
60

Hoffman v. Supplements To Go Mgmt., LLC, 419 N.J. Super. 596, 612 (N.J. Super. 2011).
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available at http://writ.lp.findlaw.com/ramasastry/20090224.html.
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495 F. 3d 1062, 1066 (9th Cir. 2007), cert. denied sub nom., Talk America v. Douglas, 552
U.S. 1242 (2008).
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See, e.g., iTunes Store Terms of Service, available at
http://www.apple.com/legal/itunes/us/terms.html#SERVICE (last visited September 8, 2011)
(“Apple reserves the right at any time to modify this Agreement and to impose new or additional
terms or conditions on your use of the iTunes Service. Such modifications and additional terms
and conditions will be effective immediately and incorporated into this Agreement. Your
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Use, available at http://www.groupon.com/terms#modification-of-this-agreement (“We reserve
the right at all times to discontinue or modify any part of this Agreement as we deem necessary
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The contract at issue in Douglas was for telephone service. The customer had no reason
to visit the service provider’s web site regularly, and the court stressed that even if the customer
visited the site regularly, he could not be expected to engage in a word-by-word comparison of
the original and modified contracts.66
In Roling v. E*Trade, the court found that a modification clause that required periodic
comparison of past and present terms to discover modifications would likely be unenforceable.67
This expands, correctly in our view, the rule in Douglas. Even if a customer regularly visits a site
(which an E*Trade customer would undoubtedly do), the onus should not be on the customer to
discover modifications unless something directs the customer’s attention to the changes.
That said, the same court several months later implied that a regular web site user should
repeatedly check a web site’s terms of service for modifications. The plaintiff in Swift v. Zynga
Game Network, Inc.68did not argue that she had not agreed to a modification; rather, she
contended that she had not agreed to the (original) contract terms because the terms to which she
was required to click agreement were not displayed on the same page as the “Accept” button,
but were accessible via a hyperlink adjacent to the button. The court had no problem finding that
the plaintiff had agreed to the original terms, describing those terms as “modified clickwrap.”69
The original terms provided that Zynga could modify the terms and that continued use of the
game would constitute acceptance of the terms.70 After plaintiff registered for the game, Zynga
replaced its terms of service.
It is unfortunate that the court in Swift glossed over the modification issue. It is clear from
the opinion that the plaintiff had adequate notice of the original terms at the time she signed up to
play the YoVille game in the Facebook network. But the opinion does not discuss whether the
link to the terms was easy to find after registration. A conclusion that one could draw from the
opinion is that an individual playing a game in Facebook should read the terms every time she
enters the game. Could that possibly be correct if we do not expect the same diligence from an
individual trading stocks within E*Trade?
Methods of modification, and of contracting originally, are also changing. It is now wellestablished that an e-mail exchange can form and modify a contract. A court recently held that an

will notify you by sending you an e-mail to the e-mail address that is registered with your
account and/or by posting notice of the change on the Site… We suggest that you revisit our
Terms of Use from time to time to ensure that you stay informed of any such notifications of
changes to the Site”)(emphasis added).
66
Douglas, 495 F. 3d at 1066.
67
Roling v. E*Trade, 756 F. Supp. 2d 1179, 1190-1191 (N.D. Cal. 2010)
68
805 F. Supp. 2d 904 (N.D. Cal. 2011).
69
Id. at 910.
70
Id. at 907-08.
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instant messaging conversation could modify a contract.71 In the early days of electronic
contracting, some decried the lack of formality of e-mail and feared that allowing an e-mail
exchange to form a contract would lead people into unintentional deals.72 Now that we have
become accustomed to text messages and Twitter, should those methods of communication
suffice to form binding agreements? Or should more “substance” be required of a
communication before it becomes enforceable? We expect to see more modification cases in the
future.
Recent years have brought another attempt to fashion rules to govern some technology
transactions. This attempt, not in the form of a statute, is the American Law Institute’s Principles
of the Law of Software Contracts.73 Although limited to transactions in software, the Principles,
like UCITA, sets forth some guidelines for determining whether electronically presented terms
can result in a contract. The Principles project’s approach to electronically presented terms
matured along with the judicial treatment of such terms; although an early draft would have
blessed only terms that that required a click to agree at the end of the standard form before
payment,74 the final version adopts the view that terms are enforceable so long as they are
reasonably communicated to the offeree.75 The old law of contract had prevailed once again.

IV. THE FUTURE
The developments discussed above settle some questions about electronic contracts, but
leave many questions unresolved. In this part we discuss arbitration clauses, privacy policies,
mobile devices, the Computer Fraud and Abuse Act, and intelligent agents.
Arbitration. Arbitration clauses are not unique to consumer electronic contracts,
but there would probably be very little case law on the enforceability of electronic contract terms
in their absence.76 Most courts that have struck down such clauses have done so finding some
measure of procedural, as well as substantive, unconscionability. A notable exception has been
courts applying California law, which requires very little evidence of procedural
71
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(S.D. Fla. Mar. 23, 2011).
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(2001).
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74
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§ 2.01 (c) (August 10, 2005).
75
Principles, supra note 73at §2.02.
76
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Dell, Inc., 870 A. 2d 133 (Me. 2005); Aral v. Earthlink, Inc., 36 Cal. Rptr. 3d 229 (Cal. Ct. App.
2005); Hubbert v. Dell, 835 N.E. 2d 113 (Ill. Ct. App. 2005), appeal denied, 844 N.E. 2d 965
(Ill. 2005).
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unconscionability when a form contract contains an arbitration clause that requires a consumer to
give up her right to bring a class action.77
The recent Supreme Court decision in AT&T v. Concepcion, while not an electronic
contracting case, held that California’s treatment of consumer arbitration clauses violates the
Federal Arbitration Act.78 The Court conceded in a footnote that although a state cannot proclaim
all arbitration clauses unconscionable, a state may provide that arbitration clauses must be
presented in a prescribed manner, such as in bold type or in highlighted print.79 Concepcion
presents lower courts with two options. On the one hand, they may decide that a bold
presentation of an arbitration clause is required; that requirement, of course, runs the risk of the
Supreme Court saying that the language in Concepcion is only a footnote. On the other hand,
courts may decide that the Supreme Court did not mean to defer to state rulings on
unconscionability; if so, then the resolution of consumer disputes will be left entirely in the
hands of one-sided arbitration clauses.
Privacy. Today, individuals take care of all sorts of personal matters electronically; they
shop, pay bills, reconnect with old friends from high school, and even find potential mates. Web
sites allow individuals to transact their personal business from anywhere at any time of day.
These sites also allow their operators to collect detailed personal information about their users.
Today’s online convenience comes with an enormous risk that personal information will get into
the hands of people who can use it for nefarious purposes such as identity theft. Every web site
on which a consumer transacts her personal business has some kind of privacy policy, sometimes
one mandated by law.80 These privacy policies are presented in the same fashion as web site
terms of use: they tend to be behind a hyperlink at the bottom of a web page, presented in a way
that does not encourage readership.
The United States lacks a general national privacy law. Privacy legislation is sectorspecific, with laws governing the confidentiality of financial information81 and health care
information.82 The Federal Trade Commission (FTC) has the power to prohibit “unfair or
deceptive acts or practices in or affecting commerce,”83 and it has used this power to police
privacy policies in several high-profile cases. Thus, in 2009, the FTC charged Sears with failing
to adequately disclose the scope of consumers’ personal information that it collected by a
77
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downloadable software application.84 The complaint arose out of a Sears market research
program. To join, prospective members were asked to click their agreement to an online “Privacy
Statement and User License Agreement” (“PSULA”) that was presented in a scroll box. The
consent that Sears requested was more robust than that requested by the vast majority of
“clickwrap” terms. Sears provided link to a printable version of the terms, and required the
registrants to click a checkbox next to the statement “I am the authorized user of this computer
and I have read, agree to and have obtained the agreement of all computer users to the terms and
conditions of the Privacy Statement and User License Agreement.”85 After clicking the
checkbox, the registrants were required to click “next” to obtain the application.
Hundreds of years of contract law have taught us that parties have the duty to read terms
that are presented to them.86 Over a decade of electronic contracting law has implied that this is
the case regardless of the number of screens that the terms occupy.87 The Sears terms were not
unusually long; they occupied only eleven computer screens.88 The participants in the Sears
program, however, were installing software that tracked their internet behavior, capturing,
among other things, online drug prescription records and online banking statements. Although
the FTC Complaint states that the software application functioned as described in the PSULA, it
noted that a description of the software’s tracking function did not appear until the 75th line of
the terms. The scroll box displayed only ten lines at a time. Because Sears disclosed this function
“only in a lengthy user license agreement, available to consumers at the end of a multi-step
registration process,” the FTC charged that it failed to adequately disclose the tracking software
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and thus engaged in a deceptive practice violating the FTC Act. Sears and the FTC ultimately
settled the dispute.89
In the Sears dispute, the question was not whether a contract was formed; it was whether
Sears deceived the participants in its market research. In other words, even if a contract exists,
some of its terms may violate some public policy. Judicial intervention becomes important in
such cases because modern communications allow consumers to enter into very risky
transactions from which public policy might intervene to protect them. We have seen the use of
public policy to protect consumers from forum selection clauses; in Scarcella v. America Online,
for example, a small claims court in New York found that although the consumer plaintiff had
agreed to AOL’s Terms of Service, presented in 91 computer screens, enforcing the forum
selection clause would have required the plaintiff to travel from New York to Virginia to
adjudicate his claim would violate the public policy behind small claims procedures.90
Application of public policy is not unique to electronic transaction.91 Policy may be more
important in electronic contracting, however: Because electronic communications make it easier
for consumers to transact with companies in far-flung locations and to give up sensitive personal
information without realizing that they are doing so,, it becomes more important for courts to
consider “policy,” the rights of consumers in electronic contracts
Do Smartphones Change the Game? Today, many consumer transactions are entered
into not at a computer, but by use of mobile devices such as smartphones. Today’s smartphones
are not only telephones, but handheld computers. Does a contract presented to a consumer by
smartphone present any novel issues? The distinguishing feature of mobile devices is their size.
Contract terms presented by smartphone are necessarily presented on a smaller device than those
presented on a computer. For those terms to be readable, they must be “mobile optimized;” in
other words, they must appear in readable font on the mobile device. A recent survey for
TRUSTe, a privacy solutions provider, revealed that only two percent of mobile web sites have a
mobile-optimized privacy policy.92 If terms cannot be read on a smartphone, they are not
reasonably communicated and, therefore, should not be part of the agreement.
89
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Once again, there is no need for new law, but, of course, different factual scenarios might
well require some creative judicial application of settled law to the new facts. That process, of
course, is how the common law adapts to meet changing conditions .
The mobile contracting regime, like the statutes governing electronic signatures
generally, may be shaped by the financial services community.93 Today, mobile payments
proliferate in many countries around the world, but not in the United States.94 Perhaps a
regulatory regime will grow up around those transactions, and that regime will be imposed on the
wider community of mobile device contracting. If not, the concerns associated with informal
dealings on mobile devices may be influenced by an understanding of how consumers react to
the informality of those devices.
The CFAA. Another important issue for the future will involve the relationship between
electronic contracts and the Computer Fraud and Abuse Act (“CFAA”). The CFAA, enacted to
combat computer hacking, makes it a crime to “intentionally access a computer without
authorized access or exceeding authorized access” and thereby obtaining information from a
computer used in interstate communication.95 What is unauthorized access? Is it access that is
obtained by the breach of a code based restriction on access?96 Or is it any access that violates a
web site’s terms of use?97 The CFAA itself provides no answer to these questions, so it will be
up to the courts to decide the scope of the conduct prohibited by the CFAA.
Although Congress originally enacted the CFAA in 1986 to criminalize computer
hacking, today’s CFAA appears to do much more than that. Congress substantially modified the
CFAA several times between its initial enactment and 2010, expanding the reach of the statute
with each amendment.98 Although the original statute was narrowly designed to criminalize only
“federal interest computer crimes” such as the unauthorized acquisition of classified national
security information or personal financial information, today’s CFAA could be read to regulate
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the use of every computer in the country.99 That would be a bad reading; no one reads the Terms
of Use,100 and it would be very wrong to criminalize behavior the lacks a scienter component.
We believe that electronic contracting may permit or cause individuals to engage in risky
transactions. Unknowingly giving up privacy or intellectual property rights is risky. Perhaps it is
not unreasonable to expect people to read their terms to learn whether they are giving up those
rights On the other hand, it does seem unreasonable to impose criminal sanctions on those who
engage in what seems to be universal behavior—violation of Terms of Use that no one bothers to
read. Surely, the criminal law can be refined to deal with serious bad behavior without making
criminals of all of us due to our normal, everyday activities.
The Lori Drew case, despite its awful facts, provides an example of how a wordy, never
-read set of internet terms can pose greater risks than most people can imagine. Most people
know the sordid facts behind the Lori Drew case; Ms. Drew, a Missouri mother, created a fake
MySpace profile to pose as a sixteen-year-old boy. Using that profile, she communicated with a
teenage girl, ultimately telling that girl, that “he” was not interested in her and that “the world
would be a better place without her.”101 After receiving the message, the teenage girl killed
herself, and Ms. Drew was prosecuted for, and initially convicted of, violating the CFAA for
accessing a computer without authorization.102Her conviction was overturned, with the court
finding that “if any conscious breach of a website’s terms is held to be sufficient by itself to
constitute accessing a computer without authorization or in excess of authorization, the result
will be that [the CFAA] becomes a law that affords too much discretion to the police and too
little notice to citizens who wish to use the internet.”103
Drew did not close the door to contract-based CFAA prosecutions. Although the
Department of Justice did not appeal the Drew ruling, it continues to take the position that
conduct “exceeds authorized access” for CFAA purposes if the conduct violates a website’s
terms of use.104 Such a position leads to the extraordinary result of allowing a website owner,
who proffers terms of use comprising thousands of words and dozens of screens, to define
criminal conduct.
Intelligent Agents. Both E-Sign and UETA recognize that a contract may be formed by
electronic agents. Under E-Sign, a contract may not be denied enforceability solely because it
99
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was formed by the actions of one or more electronic agents, so long as the action of such an
electronic agent is attributable to the person sought to be bound.105 UETA sets forth a similar
rule, stating that a contract may “be formed by the interaction of electronic agents of the parties,
even if no individual was aware of or reviewed the electronic agents’ actions or the resulting
terms and agreements.”106 These statutes are facilitative; they do not say that all agreements
formed by electronic agents are enforceable, but they recognize that an agreement formed by
electronic agents may be enforced.
These sections were written over a decade ago. Courts have decided several cases
involving electronic agents, but have rarely attached any significance to the involvement of
electronic agents in the transactions.107 A recent opinion from British Columbia addressed a
dispute between the real estate company Century 21 and Zoocasa, a company that ran a real
estate search engine.108 To obtain its listings, Zoocasa accessed the Century 21 web site daily, in
contravention of the Century 21 Terms of Use. The court addressed the significance of the fact
that Century 21’s site was repeatedly accessed not by a human being, but by an automated
program, and recognized that machine-made contracts are nothing new.109 Ultimately the court
held that the involvement of an automated program was irrelevant for two reasons: first, an
employee reviewed the layout of the Century 21 web site before any automated program indexed
the web site, and second, a human being programmed the automated indexing program.110
We question whether the involvement of humans in automated contracting will always be
so clear. Today, the law views an electronic agent as a legal agent and holds the human
responsible for the software liable as a principal. This is the view reflected in both UETA and ESIGN. Computer programs that operate autonomously, meaning that they can learn through
experience and modify their own behavior as a result of this experience, have been in existence
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for years.111 Some have predicted that as autonomous agents develop, they will be able to
exercise free will that is independent of their human developers.112Software agents of the future
may be able to make choices and decisions in such a way that the humans for whom they act
may have no knowledge of the identity of their trading partners. If that is the case, there may not
be a human to hold accountable when something goes wrong in a transaction consummated by
the thinking software agent.113
At the end of the day, no new contract law will likely be necessary; after all, the
automated agents will be making contracts for some legal person, who will be required to assume
responsibility for its agent, even if that agent is not a human. If changes need to be made to the
law at all, they will likely involve the legal definition of “person.” Granting a computer program
legal personhood might seem like a bizarre science fiction ploy, but it may not be any more
unthinkable than giving “person” status to a corporation or a ship.114 The unresolved question
from a contract perspective would then become not “who is liable?”, but “how will that person
pay?” Perhaps businesses could be required to register their software agents in a public registry
that would indicate both the extent to the agent’s liability and the party liable for that agent’s
actions.115 Such a registry would be similar to a state’s corporation records.
The intelligent agent problem illustrates the beauty of facilitative statutes like UETA and
E-Sign. Because of their technology-neutral nature, they can accommodate advances in computer
technology. Because they do not purport to be substantive contracting statutes, they assure us
that a contract may not be denied enforceability solely because an electronic agent was used in
its formation. Of course, whether an intelligent agent has notice of terms will be an issue, but
that issue is not new. Because electronic agents act in ways intended by their programmers,
courts determine whether a contract has been formed by looking to the notice given to the
electronic agent’s owner.116 If an electronic agent were to be held independently liable for its
111
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actions, courts would be required to determine whether adequate notice, in computer-readable
form, had been given to the electronic agent. Computers have been communicating with each
other for decades, so that will not be a difficult problem to solve.117
--------------------------------------------------------------------------------------------------These are all important and interesting questions, of course, but we believe that courts
will approach them using the same analytic tools that they have developed over the past several
centuries of looking at face-to-face transactions and then at increasingly distant transactions. As
Lord Coke said, “Out of the olde fields, must spring and grow the new corne.”118

V. REFLECTIONS
These developments naturally lead any law professor to reflect on what did and did not
happen and why. Here we consider four questions. First, why did some statutory solutions
work, but others did not? Second, should there be a different law for on-line transactions?
Third, why did academics in particular want to change the common law in the internet world?
Fourth, why is contract law so resilient, so adaptable, that it can accommodate effortlessly to a
radically new and disruptive technology?
Statutes. It is interesting to consider the efforts at statutory reform of electronic
contracting. There have been four serious efforts at nationwide reform. Two were successful and
two were not. Earlier, we discussed two statutes, E-SIGN and UETA, which were swiftly
adopted almost everywhere.119 But there also have been two major reform efforts, the Uniform
Computer Information Transactions Act (“UCITA”) and the Principles of the Law of Software
Contracts, that have failed. These failed reform efforts focused on a specific type of contract, the
contract for computer information, or software. Computer information transactions involve
myriad intellectual property issues. For instance, software contracts raise a question as to the
extent to which contracts can abrogate intellectual property rights granted by federal law.120 In
117
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addition, many software transactions are labeled as licenses rather than sales, even when the
transaction has many, if not all, the characteristics of a sale.121 These intellectual property
questions remain as controversial today as they were fifteen years ago. Yet because transfers of
software are often accomplished by modern contracting methods, including shrinkwrap,
clickwrap, and browsewrap, the proponents of these reform projects felt compelled to address
modern contracting issues in their products. Any set of rules attempting to address both the
intellectual property and contract issues was doomed to fail.
The UCITA was a dismal failure, with adoptions only in Virginia and Maryland.122
UCITA was a more ambitious statute than E-SIGN and UETA because it attempted to revise a
broad swath of contract law as applied to “computer information transactions,”123 The failure
was all the more spectacular because the American Law Institute, which had joined in the
UCITA project with NCCUSL, ultimately withdrew its support.124 Finally, there is the
Principles of the Law of Software Contracts, promulgated by the American Law Institute in
2009. The Principles, carefully drafted over a long period by two very able Reporters, focused
on software contracts, but in doing so addressed many areas of electronic contacting. Although
it is too early to call Principles a failure, it has received little attention from either courts or
commentators.125
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Why the difference in success among these four projects? The successful statutory fixes
involved simple adjustments to well-settled law that were not at all controversial. UETA and ESign merely made clear that electronic signatures were as valid as, say, a letterhead. Although
the courts probably would have gotten there on their own,126 the statutes were helpful in moving
the process along. The important point is that the two laws were quick fixes to a readily
understood problem
In contrast, the unsuccessful fix, UCITA, attempted to re-organize the world of contracts
for information. Although contracts for information (such as software) may be made on paper,
the Article 2B/UCITA project unavoidably addressed electronic contract formation issues
because the proliferation of computer technologies not only made information an important
commodity, but also provided an important medium for the exchange of all things of value.127
The effort was bound to fail because there were too many actors who tried to push the result in
too many directions, even though there was no consensus that anything at all needed to be
fixed.128 UCITA, in short, was a solution in search of a problem.129 Even a group as well
respected and experienced as NCCUSL and the ALI could not compromise sufficiently to satisfy
everyone. Thus, those unhappy with the result, in the end, were able to muster sufficient
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blocking power to insure that the law was not adopted. The lesson here is that efforts to pin down
the future, as a comprehensive statute does, will meet resistance unless there is a strongly felt
need for the change.
Similarly, the American Law Institute’s Principles of Software Contracts has met with a
lackluster response130 because it too was driven by a reformist agenda when there was no
consensus that anything needed to be reformed.131 Again, failure—or at least neglect-- can be
attributed to the lack of a felt need for change and the absence of strong forces pushing for the
change.
As a result of these two failures, there is no widely applicable American statute today that
specifically addresses electronic contract formation. Absent a strong case for change, the courts
are seen as the institution best suited to deal with whatever special problems might be presented
by electronic contracting. And that makes enormous sense. Contract law represents the
centuries of judges pondering how to handle concrete problems. There must be very good
reasons to strip them of that responsibility and none has yet appeared. Lord Coke was right: The
old fields do grow the new corn.
Different Laws for Different Folks? Whether courts should distinguish among types of
agreements—paper, oral, or on-line-- remains an open question. Contract law, as noted earlier,
has long resisted efforts to create sub-fields based on the type of the contract. Of course, some
differentiation is created by positive law. Thus, some online terms, such as those offered by
financial institutions, are regulated by federal law. The Gramm-Leach-Bliley Act, for example,
requires that terms offered by financial institutions be conspicuous.132 The real question,
however, is whether there is anything peculiar to electronic contracting that would cause it to be
treated differently from other contracting problems. As we have explained, we believe that there
is no reason to treat the two differently
There is also the question of whether a new law of contracting should be created for
separate classes of person who contract electronically. The obvious candidate here is the class of
consumers. It is easy to argue that online contracting poses dangers to the average consumer
even greater than those presented by paper contracts. While paper might impart a certain
seriousness to a transaction, consumers, it can be argued, are so accustomed to instant
gratification online that they pay little serious attention to the fact that they are actually entering
130
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into binding arrangements. One study made in the context of the clickwrap/browsewrap debate
found that no matter what form of assent was demanded of a buyer using a website, consumers
spent nanoseconds in agreeing to the proffered terms. In other words, consumers simply paid no
attention to the terms of the deal.133
Horrifying as these examples may be, it is not clear that consumers of paper contracts are
any more savvy than electronic consumers. If that is so, then little reason exists to distinguish
between online and paper agreements. In other words, although cogent reasons can be advanced
for differentiating between consumer and other contracts, as the European Union has done,134
that does not justify a special rule for online agreements.
Perhaps a better argument can be advanced in support of treating minors differently.
After all, minors make up a sub-set of the consumers whom the law grants more protection than
it does adult consumers.135 We only know of one case discussing minors and electronic
contracts, A.V. v. iParadigms, Co.136 The facts there are fairly simple. A high school required its
students to submit papers to a company called Turnitin to have them checked for plagiarism.
The company did so by downloading the papers and comparing them with other papers it had in
its archives; it then reported the results back to the school. In order to submit their papers, the
students had to click their agreement to Turnitin’s terms—which included a disclaimer and
permission to download the submitted paper. Although the students clicked their assent, they
wrote on the submitted papers that they did not want Turnitin to archive their work. The students
then sued for copyright infringement. The court held for the defendant: Although a minor
generally cannot enter into a contract, an agreement is binding when she receives and retains a
benefit. 137 Here, the benefit was passing the course.
Assuming the decision correctly stated contract law for adults,138 should there have been
a different rule adopted for infants operating in an electronic world? Is there something about
133
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minors’ inexperience, inattention, or perhaps that they are especially targeted by sellers that
should lead to them being given more protection when they enter into on-line agreements?139
We do not know the answers to these questions, but we suspect that contract law will not change
to reflect them. There is an awful lot of room for courts to achieve just results when they use
terms like “benefit” or “unjust.” That is the beauty of contract law, after all—the combination of
a rigid rule (minors cannot enter into contacts) with fuzzy escape devices (unless they have
retained a benefit).
For instance, one study of cases involving terms of use concluded that passive media
users are less likely to be bound to terms of use than those who interact more clearly with
websites.140 . Another study showed that individuals spent nanoseconds in agreeing to the
proffered terms. In other words, consumers simply paid no attention to the terms of the deal.141
Perhaps the terms offered to those former users are not enforceable at all, as one author
concluded as a result of an empirical study of 75 web site terms of use and privacy policies.142
Maybe no one cares – after all, how likely is there going to be a conflict over the nytimes.com
terms of use involving someone who visits the site only to read articles and not to comment on
them? On the other hand, some terms that are deemed important by both vendors and purchasers
are offered not behind links, but prominently on a web page. The hospitality industry literature is
rich with research regarding the prominence of terms such as price and sites.143
Academics. The institutional question is why academics preferred long discussions of
the virtues and vices of clickwrap and browsewrap, rather than rely on the glories of the common
law of contracts. Part of the answer is the incredible hostility that UCITA engendered. Anything
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that UCITA approved necessarily had to be bad and thus the intensely hostile reaction among
academics.
Beyond that, however, the popularity of special rules for clickwrap and browsewrap says a lot
about how academics operate. It was unlikely that many articles would have been written about
how electronic contracting problems would be solved under the existing rules of contract. After
all, if you believe that the new technology does not need new rules, you are unlikely to write an
article saying so.144 In other words, little academic credit goes to those who say merely that the
old stuff works. Tenure committees look for dramatic, game-changing pieces, and an article that
merely extols the old ways is not going to set racing the pulses of a senior professor. In a similar
vein, law review editors are much more likely to be impressed by those who proffer a new
paradigm than by those who say nothing new is needed. In other words, academic writing tends
to the novel because novelty is its own reward.
Law professors also like to “complexify.”145 That is, they like to devise tests that are
complicated enough to show their intellect. It is not enough to use terms like “reasonable;”
rather, the quest is to identify test criteria which lead to very specific results, even in complex
situations. The various “-wrap” distinctions lent themselves perfectly to this innate desire to
“complexify,” a most unfortunate development.
Finally, the neat classification of electronic contracts into a tripartite world (like Caesar’s
Gaul) seems to satisfy an innate urge for law professors to classify legal problems into
reasonably defined bundles in order to limit judicial discretion. Judicial discretion does not sit
well in the academy; perhaps professors view all judges as intent on creating evil.146 Judges, on
the other hand, adore discretion; they do not like to be cabined by rules. To them, “reasonably
communicated” is a perfect test because it gives both judge and jury considerable leeway to do
justice as they see fit.
That said, electronic contracting has given some academics the opportunity to reexamine
some timeless contract questions in creative ways. The nature of the standard form contract has
been debated endlessly. Standard form terms shatter the very paradigm on which contract law is
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based: assent by knowledgeable parties.147 Should standard form contracts be governed by
traditional offer and acceptance rules? One does not need to be a legal scholar to know that very
few people read the standard form terms.148 Despite that fact, courts hew to the rule that so long
as terms are reasonably communicated from the offeror to the offeree, they can result in a
contract. As a result, efforts to reform the law of contracts have been geared towards increasing
disclosure, not towards regulating terms.149
Although it is easy to surmise that no one reads standard form terms, electronic
contracting methods enable researchers to learn more about the behavior of individuals who
purchase items online. Researchers can use clickstream data to determine how much time a
reader spends on a web page150 and they can easily manipulate the presentation of terms to
determine whether particular presentation formats can affect readership.151 Studies in which
researchers have done so indicate that individuals spend very little time reading online terms152
and that they believe that such terms are too long and time-consuming, that they all say the same
thing, and that they offer consumers no choice but to accept or reject all of the terms.153 All of
these factors increase the probability that those who enter into these contracts will put their own
rights at risk without knowing that they are doing so. One such study showed, however, that
readership increased when the terms were presented in a short form, when the reader was
notified at the beginning that the form contained unique terms, and when the terms indicated that
they could be modified.154 Such research can provide valuable information to policymakers as
147
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they try to determine the best way to regulate contracts of both the paper and electronic varieties.
Maybe eventually, American policymakers will reach the conclusion that disclosure alone is not
sufficient.
Resilience, or Handle with Care. Contract law is precious stuff, easily mishandled but
hard enough to survive for hundreds of years. It must be definite enough to give predictability to
costly transactions that might last for many years, and it must be supple enough to let the parties
do what they want, within broad limits, and yet indefinite enough also to permit judges to do
their job—to provide justice. Our law of contracts often amazes and frustrates students because
it so often giveth with the one hand and taketh with the other. There are rules and counter-rules.
Thus, students are told that express conditions must be literally complied with,155 and then they
learn that the harshness of that rule is softened with the mushiness of doctrines such as waiver,156
substantial performance,157 and “the law abhors a forfeiture.”158
That mushiness is, of course, what makes contracts work. A party contemplating breach
of an express condition knows that harsh results may follow unless she can convince the court
that the other party has waived performance of the condition. The expectations about
performance are clear, in other words, and so are the grounds under which performance will be
excused. What is not clear is which will prevail. But because the firm rule favors plaintiffs, and
the excusing rule favors defendants, the burden of proof favors plaintiffs. Potential defendants
know, therefore, that theirs is the more difficult path by far.
That flexibility has enabled contract law to survive for half a millennium. Not only has contract
law rejected hard-and-fast rules, when legislators have attempted to codify some of those rules,
the courts have softened them.159 Contract law has survived because it is both firm enough to
give guidance to those who use it to order their daily lives, and flexible enough to permit change
when needed. And by resisting specialization it accumulates enough experience to provide a
great deal of guidance. It is truly a marvelous doctrine. No wonder it survived efforts to create a
special rule for electronic contracts.
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The Statute of Frauds provides the perfect example. Soon after its inception in 1677, the
courts began tinkering with it to make it work better (that is, to make it less onerous to satisfy).
The process of evisceration was almost completed when RESTATEMENT (SECOND) OF
CONTRACTS §139 (1981), imported estoppels principles into the field.
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